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1 15. (Amended) A data recording/reproducing system in 

2 accordance with [one of] dlaim[s] 8 [to 14], wherein said key encrypting means 

3 is provided for said tuner apparatus or said VTR apparatus. 





1 22. (Amended) A data recording/reproducing system in 

2 accordance with [one of] clkim[s] 6 [to 21], wherein said tuner apparatus 

3 generates and stores billing [nformation at the time of recording by said 

4 recording medium. 

1 23. (Amended) A data recording/reproducing system in 

2 accordance with [one of] claiWi[s] 6 [to 21], wherein said tuner apparatus 

3 generates and stores billing ir^formation at the time of reproduction by said 

4 recording medium. 
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26. (Amended) A data recording/reproducing system in 
accordance with [one of] clainiT s] 23 [to 25], wherein the billing information is 
provided with limitation of the number of reproductions of said recording 
medium, 

27. (Amended)! A data recording/reproducing system in 
accordance with [one of] claim[a] 22 [to 26], wherein said tuner apparatus 
stores said billing information onl said IC card, 

28. (Amended) W data recording/reproducing system in 
accordance with [one of] claim[s]i22 [to 27], wherein said tuner apparatus 
outputs said billing information toW service provider via communications. 

29. (Amended) Aldata recording/reproducing system in 
accordance with [one of] claim[s] 4Vto 28], wherein said encrypted contents 
key is recorded in a data area on saia^recording medium, from which data is 
output outside. 

30. (Amended) A d^a recording/reproducing system in 
accordance with [one of] claim[s] 4 [td 29], wherein information regarding the 
inherence of said key subjected to saidjsecond encrypting is stored on said 
recording medium. 

3 1 . (Amended) A datalrecording/reproducing system in 
accordance with [one of] claim[s] 4 [to ^0], wherein said contents key is 
switched at regular or irregular intervals. 
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1 34. (Amdnded) A data recording/reproducing system in 

2 accordance with [one of] c laim[s] 31 [to 33], wherein, in the case when said 

3 tuner apparatus is provided, said tuner apparatus carries out said switching. 

1 35. (Ame nded) A data recording/reproducing system in 

2 accordance with [one of] claim[s] 3 1 [to 34], wherein, in the case when said 

3 VTR is provided, said VT] I apparatus determines the reproduction timing of 

4 said encrypted contents ke^ in response to said switching. 

1 36. (Amehded) A data recording/reproducing system in 

2 accordance with [one of] c aim[s] 3 1 [to35], wherein said encrypted digital data 

3 and said encrypted contents key are recorded at the recording position 

iroduction timing on said recording medium. 
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38. (Amer ded) A data recording/reproducing system in 
accordance with [one of] cl iim[s] 31 [to 37], wherein, in the case when said 
tuner apparatus and said VTR are provided, said VTR apparatus outputs said 
contents key for use after s\ /itching or said encrypted contents key 
corresponding thereto to said tuner apparatus, before outputting said encrypted 
digital data corresponding to said contents key for use after switching. 

39. (Amended) A recording apparatus comprising: 

[a] contents er crypting means for receiving digital data and a 
contents key for encrypting uaid digital data and for subjecting said digital data 
to first encrypting by using said contents key to generate encrypted digital data, 

a key-encrypting key generating means for generating a key- 
encrypting key for subjecting; said contents key to second encrypting, 

[a] storing meais for storing said key-encrypting key and for 
deleting said key-encrypting ^ey hereafter if said key-encrypting key satisfies a 
predetermined condition, 

[a] key encrypting means for generating a encrypted contents key 
by subjecting said contents key to said second encrypting by using said key- 
encrypting key, 

[a] relationship information generating means for generating the 
relationship information betwein said encrypted digital data encrypted by using 
said contents key and said key-encrypting key obtained by encrypting said 
contents key, and 
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encrypted contents ke; 
recording them on a p 



[a] recording means for receiving said encrypted digital data, said 
J and all or part of said relationship information and for 
edetermined recording medium. 





[one of] claim[s] 39 [t 



"X^ Amended) A recording apparatus in accordance with 
tD 42], wherein a contents key generating means for 
generating said contents key is provided, and said contents encrypting means 
receives said contents key from said contents key generating means. 

44. (Amended) A recording apparatus in accordance with 
[one of] claim[s] 39 [td 42], wherein said contents encrypting means receives 
said contents key from a broadcasting station and uses said contents key. 

45. (Amended) A reproducing apparatus comprising: 

a key-encnypting key obtaining means for receiving said 
relationship information! on said recording medium of said recording apparatus 
in accordance with [onebfj claim[s] 39 [to 44], for specifying a key-encrypting 
key corresponding to saia encrypted digital data to be reproduced on the basis 
of said relationship information, and for retrieving and obtaining said key- 
encrypting key from saidlstoring means of said recording means, 

a key decrypting means for receiving said encrypted contents key 
corresponding to said encrypted digital data to be reproduced, from said 
predetermined recording rfiedium, for receiving said key-encrypting key, and 
for decrypting said encrypted contents key by using said key-encrypting key, 
and 

a contents decrypting means for decrypting said encrypted digital 
data by using said contents key from said key decrypting means. 

46. (Amended) A recording apparatus comprising: 

a contents encrypting means for receiving digital data and a 
contents key for encrypting skid digital data and for subjecting said digital data 
to first encrypting by using said contents key to generate encrypted digital data, 

[a] key-encryptimg key generating means for generating a key- 
encrypting key for subjecting s^aid contents key to second encrypting, 

[a] storing means! for storing said key-encrypting key generated 
by said key-encrypting key generating means, 
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[a] ke)1 encrypting means for encrypting said contents key by 



using said key-encrypting key, 



[a] relaiionship information generating means for generating the 
relationship informati m between said encrypted digital data encrypted by using 
said contents key and 
contents key, and 



said key-encrypting key obtained by encrypting said 



[a] reco 
encrypted contents kej^ 
recording them on a p 



iding means for receiving said encrypted digital data, said 
and all or part of said relationship information and for 
edetermined recording medium. 
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"5T (^mendeaj A reproducing apparatus in accordance with 
predetermined condition is that more than a 
passed after said key-encrypting key was stored in said 
J ecording apparatus [in accordance with one of claims 46 



has 



claim 50, wherein saic 
predetermined time 
storing means of said 
to 49], 



2 
3 
4 
5 
6 
7 

8 
9 
10 



57. (i^ mended) A reproducing apparatus comprising: 

a content j-key obtaining means for receiving said relationship 
information on said recording medium of said recording apparatus in 
accordance with [one of) claim[s] 53 [to 56], for specifying a contents key 
corresponding to said ericrypted digital data to be reproduced on the basis of 
said relationship information, and for retrieving and obtaining said contents key 
from said storing means lof said recording means, and 

a contents tiecrypting means for receiving said encrypted digital 
data from said predetermined recording medium, for receiving said contents 
ke y, and for decrypting slid encrypted digital data by using said contents key. 



1 

2 claim 60, wherein said 

3 predetermined time has 

4 means of said recording a] 



(Amfended) A reproducing apparatus in accordance with 
predetermined condition is that more than a 



papsed after said contents key was stored in said storing 
aratus [in accordance with claim 58 or 59], 



63^ (Amerided) A recording apparatus in accordance with one" 
of claims 39, [to 44, one of tlaim] 46, [or 49, one of claim] 53/[or 56, or one of 
claims] 58^* [to] or 59, provided with a billing means for charging the amount of 
billing for recording said dam at the time when said recording means records 
said encrypted digital data oA said predetermined recording medium. 




2 
3 
4 

1 
2 
3 
4 

1 
2 
3 




64. (Amended) A recording apparatus in accordance with one 
claim] 46r'[or 49, one of claim] 53^or 56, or one of 
59<^vh4rein said predetermined recording medium is a video 



of claims 39,'tto 44, one o 
claims] 58/[to] or 
tape. 

65. 

of claims 39, [to 44, one o 
claims] 58, [to] or 59, whetein 
disk. 



attaining all or part of saic 
[to 65]. 



(Amejnded) A recording apparatus in accordance with one 
claim] 46, [or 49, one of claim] 53, [or 56, or one of 
said predetermined recording medium is a hard 



66. (Amepded) A program medium containing programs for 
components in accordance with [one of] claim[s] 1 
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